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New type network security risk control technology and countermeasures

CHEN Wei, ZHANG Ping, DAI Hua, ZHANG Wei, YANG Geng

(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

Abstract; With the development of the “Four New Economy” represented by “new
technologies, new industries, new business formats, and new models” , new types of cyber
security risks have emerged, including cyber fraud, cyber pornography, gambling, drug,
dark web, and illegal virtual currencies. The new type of network security risk has the
characteristics of massive diversification, hidden virtualization, heterogeneous complexity,
and information intelligence, which is difficult to combat. In view of new risks, we should first
pay attention to the direction of cutting-edge technology, then pay attention to how to carry out
collaborative supervision from the aspects of law, education and social mobilization. In
addition, we should take the data assets in security risks as the core, strengthen big data
security and privacy protection from two aspects of technology and countermeasures, and
finally pay attention to the construction of infrastructure for new network security risks, change
the passive defense situation and build a proactive security system.

Key words: network security risk; new business format; privacy protection; supervision

technology



