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Research on the nature of NFT theft behavior

From the perspective of the distinction between property and data

ZHAN Hongxing, LI Manhui
(College of Law, Central South University, Changsha, Hunan 410012, China)

Abstract; NFT is virtual property, and scholars advocate returning to the path of property
crime regulation and introducing the theory of data layering when it comes to regulating violations
of virtual property. In the content layer of data information, NFT is a perceivable virtual property,
while private keys are pure data permutations. Therefore, the act of illegally obtaining NFT private
keys involves data crimes, while NFT itself is the object of property crimes, and the act of stealing
NFT is established as larceny. NFT theft can be divided into two situations ; theft directly targeting
the platform and theft of NFT after obtaining the private key. The former has no relation to the
private key and generally only involves larceny; the latter requires the means and purpose of the
act is closely linked, the former and latter acts are implicated in the establishment of the crime; in
the occasion of no transfer of possession of NFT, it may be established data crime and larceny of
the imaginary competition of criminal preparation. The determination of the amount of attempted
NFET larceny also requires dividing NFT into two types: valuable vouchers and intangible objects.

Key words: NFT; property crime; data crime; data layering; larceny



